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Summary

Between November 2023 and April 2024,
RAND Europe, in partnership with Athena
Infonomics and glass.ai, explored current
practices in the use of emerging technologies
in the humanitarian sector. As part of a project
commissioned by the UK Humanitarian
Innovation Hub (UKHIH), the study team
investigated opportunities for future
responsible adoption of technologies. This
project also aimed to develop guidance to
help humanitarians seeking to adopt these
technologies and to investigate opportunities
for foresight initiatives embedding emerging
technologies.

This document presents a series of technology
deep dives exploring five promising areas for the
humanitarian sector out to 2030 as well as an
overview of potential changes that are likely to

Figure S.1 Overview of the five deep dive areas
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shape the humanitarian operating environment
out to 2030. Following an initial scan of the
current use of emerging technologies in the
humanitarian sector combined with various
prioritisation activities (a survey, humanitarian
workshops and LinkedIn polls), the study team
identified and developed the five deep dive
areas presented in Figure S.1 under the second
phase of the project. A detailed overview of the
activities conducted to develop the five deep
dive areas is presented in the Methodology
report.’

The five deep dive areas are structured

along a ‘three horizons’ framework? and
present potential trajectories for each of the
five areas out to 2030, including risks and
opportunities as well as enablers and barriers

)

Coordination
platforms

Privacy-
enhancing
technologies
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that could influence the development of these
technology areas:

Horizon 1 (‘the present’) presents the current
use of the technology area considered;

Horizon 2 (‘the transitory period’)
encompasses the interim period between
the present and the future that can be
used to identify factors or changes that
could lead or hamper the development of
Horizon 3; and

Horizon 3 (‘the future’) designates the long-
term future operating environment — in the
context of this project, 2030.

The five deep dives presented in this document
result from exploratory activities conducted

by the study team and are not designed to

be a comprehensive overview of the current
and potential future uses of the considered
technologies in the humanitarian sector.

The three horizon frameworks developed for
each of the five deep dive areas are presented
in Figures 3.1,4.1,5.1,6.1Tand 7.1.



Preface

This report was produced as part of a project
commissioned by the UK Humanitarian
Innovation Hub (UKHIH) that explored the
adoption and use of emerging technologies
in the humanitarian sector and associated
barriers and challenges.

This document presents a series of technology
deep dives exploring five promising areas for
the humanitarian sector out to 2030: (i) camp
monitoring systems; (ii) privacy-enhancing
technologies; (iii) coordination platforms; (iv)
advanced manufacturing systems; and (v)
Early Warning Systems. This project also aimed
to develop guidance to help humanitarians
seeking to adopt these technologies and

to investigate opportunities for foresight
initiatives embedding emerging technologies.

The project methodology and underpinning
activities are presented in a dedicated
document.® This report should be read in
conjunction with the other outputs of this
study: the Technology Foresight Concepts*
and Technology Guidance® documents. In

addition, the study developed two additional
case studies on technology-enabled Cash and
Voucher Assistance (CVA) and biometrics.®

The study was conducted by a multidisciplinary
team led by RAND Europe in partnership with
Athena Infonomics and glass.ai.
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Chapter 1. Introduction

1.1. Study scope and context

In November 2023, RAND Europe, in
partnership with Athena Infonomics and glass.
ai, launched the Emerging Technologies for

the Humanitarian Sector project. This initiative,
funded by the UK Humanitarian Innovation Hub
(UKHIH), is the first stage of the Hub’s wider
programme of work exploring opportunities to
support humanitarian-sector organisations to
effectively consider how, or whether, to adopt
technologies in their work.

The United Nations (UN) Organisation for

the Coordination of Humanitarian Affairs’
(OCHA) Strategic Plan 2023-2026 notes

that the humanitarian sector is facing an
exponential rise in humanitarian needs while
simultaneously ‘buckling under its resource
constraints’.” Technologies offer a vital means
of potentially bridging this growing needs—
resources gap,® but OCHA cautions that these
systems should be people-centred, durable and
promote concrete outcomes. Acknowledging

this context, this project included three
overarching aims:

1. Understand and define trends in the
adoption and use of emerging technologies
within the humanitarian sector.®

2. Identify key emerging technologies that
could strengthen humanitarian practice
through an online survey.

3. Envisage a future research and innovation
journey for the identified key emerging
technologies.

To fulfil these objectives, the study team
adopted a mixed-methods approach that
included a literature review, semi-structured
interviews, surveys and questionnaires,
workshops, horizon scanning and web reading.
These activities are presented in detail in the
Methodology Report.™®

This document was developed during the
third and final phase of the study, between
March and April 2024, and supplements

7 Office for the Coordination of Humanitarian Affairs. 2023. OCHA's Strategic Plan 2023-2026: Transforming

Humanitarian Coordination. As of 23 August 2024:

https://www.unocha.org/publications/report/world/ochas-strategic-plan-2023-2026-transforming-humanitarian-

coordination

8 Foreign Commonwealth and Development Office. 2022. ‘Policy paper: UK humanitarian framework. FCDO
Humanitarian and Migration Directorate. As of 23 August 2024:
https://www.gov.uk/government/publications/uk-humanitarian-framework/uk-humanitarian-framework

9 UKHIH commissioned a distinct project to explore the adoption and use of artificial intelligence (Al) and machine
learning (ML) in the humanitarian sector. These technologies were not within the scope of the project presented in

this document.

10 Paillé, Pauline, James Besse, Hampton Toole, Chryssa Politi, Shruti Viswanathan, Eunice Namirembe, Jyoti
Nayak, Sergi Martorell, lain McLaren, Christopher Tyson, Charlie Wilkening & Jacob Ohrvik-Stott. 2024. Emerging
technologies in the humanitarian sector: Methodology report. Santa Monica, Calif.: RAND Corporation. RR-A3192-2. As

of 17 October 2024: www.rand.org/t/RRA3192-2
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the Technology Foresight Concepts' and
Technology Guidance' documents. This
document draws upon all project activities, in
particular the targeted desk research, a survey,
two workshops with humanitarian stakeholders
and three semi-structured interviews
conducted with humanitarian stakeholders
who have relevant knowledge and experience
of the use of foresight methods and tools and
their application to humanitarian contexts.

1.2. Structure of the document

In addition to this introductory chapter, the
document is structured as follows:

«  Chapter 2 provides an overview of the
future operating environment for the
humanitarian sector out to 2030 and

presents some of the key challenges that
could shape the sector’s adoption and
use of emerging technologies, including in
relation to the selected deep dive areas.

Chapters 3 to 7 present the technology
deep-dives:

»

»

»

»

»

Advanced manufacturing systems in
Chapter 3;

Early Warning Systems in Chapter 4;

Camp monitoring systems in Chapter
5,

Coordination platforms in Chapter 6;
and

Privacy-enhancing technologies in
Chapter 7.

11 Paillé, Pauline, James Besse, Hampton Toole, Chryssa Politi, Shruti Viswanathan, Eunice Namirembe, Jyoti Nayak &
Jacob Ohrvik-Stott. 2024. Opportunities for supporting humanitarians: Technology Foresight Concepts. Santa Monica,
Calif.: RAND Corporation. RR-A3192-4. As of 17 October 2024: www.rand.org/t/RRA3192-4

12 Paillé, Pauline, James Besse, Hampton Toole, Chryssa Politi, Shruti Viswanathan, Eunice Namirembe, Jyoti Nayak &
Jacob Ohrvik-Stott. 2024. Opportunities for Supporting Humanitarians: Technology Guidance. Santa Monica, Calif.:
RAND Corporation. RR-A3192-3. As of 17 October 2024: www.rand.org/t/RRA3192-3
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Chapter 2. The future operating environment for
emerging humanitarian technologies

Emerging humanitarian technologies are not
developed or implemented in a vacuum. They
can be influenced by, and in turn influence, the
social, economic, environmental, infrastructural
and geopolitical systems that collectively
define the operating environment for the
humanitarian sector. Global ‘megatrends,
defined by the European Commission
Competence Centre on Foresight as ‘long-term
driving forces that are observable now and will
most likely have a global impact’,’® are likely to
shape the context for these systems and the
sector over the next decades.

Interconnected megatrends, including
heightened resource scarcity, climate

change, environmental degradation, and the
increasing significance of migration, may
intensify humanitarian need, particularly in

low- and middle-income countries (LMICs)

with relatively higher exposure to climate
risks.™ Other megatrends relating to continuing
urbanisation, changing security paradigms,
shifting health challenges, widening inequalities
and increasing demographic imbalances

could shift the operational demands on
humanitarian response — for example,

where crises-affected populations have

increasing relative proportions of elderly and
vulnerable communities, response logistics
and technologies need to navigate complex
urban environments, and a broader range of
security and epidemiological threats' need

to be researched and guarded against. Some
megatrends also represent opportunities for
the humanitarian sector: the diversification of
education and learning, changing nature of
work, and accelerating technological change
and hyperconnectivity offer new ways to reach
and support crises-affected communities and
strengthen collective learning and collaboration
across humanitarian practitioner networks. The
increasing influence of new governing systems
and expanding influence of the global East

and South can be vehicles for involving more
diverse, non-traditional actors in humanitarian
response, advancing the humanitarian
localisation agenda, and addressing historic
inequities in humanitarian practice.

OCHA outlines how these global forces are
increasing the gap between humanitarian
funding and needs,’® with an increased focus
on anticipatory action and localisation put
forward as potential mitigating solutions.

The future outlook for humanitarian practice

13 European Commission. n.d. ‘Megatrends Hub. Joint Research Centre (JRC) Digital Media Hub. As of 23 August 2024:
https://visitors-centre jrc.ec.europa.eu/en/media/publications/megatrends-hub

14 Zorn, M. 2018. ‘Natural Disasters and Less Developed Countries. Nature, Tourism and Ethnicity as Drivers of (De)
Marginalizations: Insights to Marginality from Perspective of Sustainability and Development, edited by Stanko Pelc &
Miha Koderman, Volume 3. Cham: Springer. As of 23 August 2024: https://doi.org/10.1007/978-3-319-59002-8_4

15 Including ‘perma-pandemics, where infectious diseases remain as chronic risks across economies. See: UNDP. 2023.
UNDP RBAP: Anticipating Risks and Uncertainties for Asia and the Pacific: 2023 Updated Key Risks Report. New York:
United Nations Development Programme Regional Bureau for Asia and the Pacific. As of 23 August 2024:
https://www.undp.org/sites/g/files/zskgke326/files/2023-06/rbap_key_risks_and_uncertainties_2023.pdf

16 Humanitarian Action. 2023. ‘Global Humanitarian Overview 2024 Humanitarianaction.info. As of 23 August 2024:
https://humanitarianaction.info/document/global-humanitarian-overview-2024
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reflects these broad shifts. The humanitarian
non-governmental organisation (NGO) network
International Council for Voluntary Agencies'
(ICVA) 2030 strategy describes a future
humanitarian environment where ‘the pressure
to integrate humanitarian action into other
agendas of peace, development and other
political goals will increase” and humanitarian
actors become more diverse and localised."”

Emerging developments are also likely

to challenge foundational international
humanitarian law and governance, for
example through the development of new
digital governance fora and mechanisms (such
as a Digital Geneva Convention), strengthened
mechanisms for keeping humanitarian
organisations accountable for their activities in
conflicts,’® or legal rights for the environment
during and after crises and conflict.”

2.1. Future challenges at the
intersections of technology and
the humanitarian sector

Where the trends outlined in the previous
section meet the nexus of the humanitarian
sector and emerging technologies, they pose
various potential challenges — accelerating

both current systemic issues and creating
new risks.

In the context of the growing humanitarian
needs—funding gap and accelerating
hyperconnectivity, participants in project
workshops exploring the ethical implications
of emerging technologies foresee increasing
risks of digital extractivism (defined as ‘a
form of exploitation based on the virtualization
or digitization of commodities and services
through a borderless digital capitalism that
perpetuates pre-existing colonial practices of
value grabbing and wealth accumulation®),
power asymmetries resulting from over-
reliance on technologies controlled by private
companies, and safety and security risks
stemming from accelerated adoption over
the next decade.?' This accelerated adoption
is also likely to exacerbate current challenges
relating to a lack of transparency around
humanitarian—private sector partnerships, and
subsequent undermining of the humanitarian
neutrality principle.

Increased cyber-security threats in the
humanitarian sector?? also challenge a core
principle of humanitarian international law that
distinguishes between civilians and combatants.
Distinction between civilian and combatant

17 International Council for Voluntary Agencies (ICVA). 2021. ‘ICVA Strategy 2030." Icvanetwork.org. As of 23 August
2024: https://www.icvanetwork.org/resource/icva-2030-strategy/

18 Barber, Martin, & Mark Bowden. 2023. Rethinking the role of humanitarian principles in armed conflict: A challenge
for humanitarian action. Research paper, International Security programme. As of 23 August 2024: https:/www.
chathamhouse.org/sites/default/files/2023-12/2023-12-13-humanitarian-principles-barber-bowden.pdf

19 Sjostedt, Britta, & Karen Hulme. 2023. ‘Re-evaluating international humanitarian law in a triple planetary crisis: New
challenges, new tools. International Review of the Red Cross 105(924): 1238-66. As of 23 August 2024 doi:10.1017/
S1816383123000449

20 lyer, Neema, Garnett Achieng, Favour Borokini & Uri Ludger. 2021. AUTOMATED IMPERIALISM, EXPANSIONIST

DREAMS: Exploring Digital Extractivism in Africa. As of 23 August 2024:
https://archive.pollicy.org/wp-content/uploads/2021/06/Automated-Imperialism-Expansionist-Dreams-Exploring-

Digital-Extractivism-in-Africa.pdf

21 RAND Europe, Athena Infonomics and glass.ai, ‘Ethical implications of emerging technologies’ workshop, 28 February
2024.
22 Chen, Christopher. 2022. ‘Cybersecurity in the Humanitarian Sector: New Challenges and Solutions.” Centre for Non-

Traditional Security Studies. As of 23 August 2024:

https:/reliefweb.int/report/world/cybersecurity-humanitarian-sector-new-challenges-and-solutions


https://www.icvanetwork.org/resource/icva-2030-strategy/
https://www.chathamhouse.org/sites/default/files/2023-12/2023-12-13-humanitarian-principles-barber-bowden.pdf
https://archive.pollicy.org/wp-content/uploads/2021/06/Automated-Imperialism-Expansionist-Dreams-Exploring-Digital-Extractivism-in-Africa.pdf
https://reliefweb.int/report/world/cybersecurity-humanitarian-sector-new-challenges-and-solutions
https://www.chathamhouse.org/sites/default/files/2023-12/2023-12-13-humanitarian-principles-barber-bowden.pdf

individuals and objects has been blurred in the
cyber space.® This has led some humanitarian
researchers and institutions to call for a new
research and practice agenda around ‘cyber
humanitarian interventions’” that proactively
prevent and mitigate these risks.

Effective digital governance to respond to
these issues is likely to remain an enduring
challenge for much of the globe, with the
United Nations Development Programme
(UNDP) noting that LMICs may face particular

difficulties in exercising authority over global
digital platforms and data flows within their
regions.?® Concerns of ‘regulatory colonialism’
and ‘data imperialism’ — where globally
dominant regulatory frameworks set de-facto
global standards that have an extra-territorial
effect on other countries?® — are likely to be
particularly relevant in this context, as regions
including Europe develop precedent-setting
digital regulations through their Digital Decade
policy programme.?’

23 Macak, Kubo. 2023. ‘Will the centre hold? Countering the erosion of the principle of distinction on the digital
battlefield. International Review of the Red Cross 105(923): 965-91. As of 23 August 2024: doi:10.1017/
S1816383123000152

24 Neilsen, Rhiannon. 2023. ‘Coding protection: “cyber humanitarian interventions” for preventing mass atrocities.’
International Affairs 99(1): 299-319. As of 23 August 2024: https://doi.org/10.1093/ia/iiac261

25 Schoemaker, Emrys. 2024. A Shared Vision for Digital Technology and Governance: The role of governance in ensuring

digital technologies contribute to development and mitigate risk. UNDP Tech for Democracy. As of 23 August 2024:
https://www.undp.org/publications/dfs-shared-vision-digital-technology-and-governance-role-governance-ensuring-
digital-technologies-contribute-development-and-mitigate-risk

26 Mannion, Cara. 2021. ‘Data Imperialism: The GDPR’s Disastrous Impact on Africa’s E-=Commerce Markets.” Vanderbilt
Journal of Transnational Law 53(2): 685-711. As of 23 August 2024:

https://scholarship.law.vanderbilt.edu/vjtl/vol53/iss2/6

27 European Commission. n.d. ‘Europe’s Digital Decade: digital targets for 2030." As of 23 August 2024:
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/europes-digital-decade-

digital-targets-2030_en
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Chapter 3. Advanced manufacturing systems

Advanced manufacturing refers to the suite of  3.1. Horizon 1: Current context for

emerging material production technologies and advanced manufacturing in the
systems that offer performance improvements humanitarian sector

relative to conventional manufacturing

approaches, in the form of enabling greater Advanced manufacturing technologies have
geometric complexity of products, improving the potential to address myriad supply-chain
energy and material usage efficiency, reducing  challenges in the humanitarian sector, such as
infrastructure and resource needs for reducing the cost of essential products and
deployment, or enabling the use of a broader enabling more timely and efficient production
range of feedstock materials.”® of humanitarian equipment in crises-affected
28 Science Direct. 2024. ‘Advanced Manufacturing.” ScienceDirect.com. As of 23 August 2024:

https://www.sciencedirect.com/topics/engineering/advanced-manufacturing
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areas.” Many of these technologies are
established and already being deployed within
the humanitarian sector. For example, 3D
printing (a term often used interchangeably
with ‘additive manufacturing’), which uses
digital design models to print physical, three-
dimensional objects layer by layer,*® was first
conceptualised in the 1980s and piloted in the
humanitarian sector in the 2010s.%" In 2020,
Handicap International piloted the production
of 3D-printed prosthetics in remote areas,*
while the NGO Field Ready has applied 3D
printing to their work in local manufacturing

in Haiti, Nepal and Syria, producing simple
medical tools such as personal protection
equipment, tweezers and otoscopes.® The
organisation 3DP4ME is also currently seeking
to scale up its pilot 3D-printing hearing aids for
refugees in Jordan. Wider use cases beyond

health include the printing of sensors for water
quality testing and sanitation,* printed toys
embedded in soap to encourage handwashing
by displaced children,® and the development of
carbon-neutral disaster relief shelters.®

These developments both reflect and support
wider movements in the humanitarian field
towards ‘decentralised’ and ‘distributed’
manufacturing — technologies and systems
that change the economics and logistical
organisation of manufacturing, with a focus
on changing the scale and range of regional
spread of manufacturing locations.®” Beyond
additive manufacturing, such models also
utilise a range of other technical tools

and approaches, including laser-cutting
technology and subtractive manufacturing
that removes material from initial feedstock,
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Auckland: 12th ANZAM Operations, Supply Chain and Services Management Symposium.
35 Elrha. 2017. The Hidden Incentives: the Journey has Begun!’ Elrha.com. As of 23 August 2024:
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and computerised numerical control (the
use of remotely controlled machines for
manufacturing).®®

Current risks and opportunities for
humanitarian stakeholders

In a humanitarian context, distributed
manufacturing seeks to address the supply-
chain challenges outlined previously while
also advancing the wider humanitarian
localisation agenda.® This is exemplified by
the development of humanitarian ‘maker
spaces’ that enable access to manufacturing
facilities in collaborative spaces where local
communities can share expert and peer-
to-peer knowledge on product design and
manufacturing. While many of these spaces
are orientated towards pre- and post-crisis
regional development, there are examples of
their use in humanitarian crisis contexts: in
Turkey, a maker space operated by the NGO
Field Ready produced airbags used for moving

rubble during the response effort to the 2023
earthquake; in Irag, a maker space in Mosul
worked to repair medical equipment.®

More broadly, additive manufacturing

has potential to advance United Nations
Sustainable Development Goals relevant to
humanitarian contexts, including supporting
quality education (e.g. through its use as an
assistive teaching tool for affected populations
with disabilities) and responsible consumption
and production (where it reduces environmental
emissions associated with transport of
humanitarian goods).* Stakeholders engaged
through project workshops also highlighted
how additive manufacturing can support the
humanitarian value of independence (where

it reduces reliance on purchasing externally
produced goods).*

Despite the potential advanced manufacturing
systems hold for humanitarians, their
development is currently constrained by
systemic challenges facing the wider sector:
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coordination and inclusive governance
mechanisms to establish common standards
for product safety and efficacy are still
developing, and enabling infrastructure, funding
and resources for their deployment in less-
developed contexts is relatively lacking. This
includes patent and other intellectual property
restrictions that may limit access to open-
source information for manufacturing.* Many
systems cannot produce products at the scale
and speed necessitated by crisis response, as
current systems tend to focus on slower, low-
volume production that represents a barrier to
scale. 3D printing can be costly, and scaling
this technology can be slow and non-linear, as
distributed manufacturing requires the effective
establishment and ongoing coordination of
networks of local manufacturers.

3.2. Future trajectories,
opportunities and challenges for
advanced manufacturing in the
humanitarian sector

3.2.1. Horizon 2: Medium-term transition
phase

Potential development trajectories for
advanced manufacturing technologies in
the medium-term time horizon — drawing

on pilot applications that could mature, and
current applications in other sectors that could
translate — include:

Mobile manufacturing systems and
movable factories that enable agile
relocation of manufacturing facilities — for
example, units that can be transported in
shipping containers, portable assembly

of medical products, mobile 3D-printing
units, mobile biofuel production, and
mobile solar power plant manufacturing.*
Mature applications in military and non-
humanitarian health contexts could
feasibly translate to humanitarian contexts,
where they could support rapid translation
of facilities between nearby crisis locations.
Mobile humanitarian hospitals offer a
precedent for this.*

Open-source hardware based on open-
access blueprints and design standards
that can be produced by additive
manufacturing facilities.* This could
mature in humanitarian cluster areas
not subject to stringent safety regulation
and certification regimes. Initiatives and
platforms to develop open-source designs
- such as IEEE's Humanitarian Open
Source Initiative?” and Glia's open-source
medicine library, which includes simple
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medical devices such as stethoscopes
and tourniquets — enable local and
decentralised humanitarian production.*
Such initiatives could converge with

the development of local humanitarian
‘maker space’ networks to become more
widespread.

Remote ‘telemanufacturing’ supported

by computerised numerical control

that enables the automated control and
movement of manufacturing tools through
remote computer interfaces. Existing
humanitarian practice relating to the
provision of remote aid (e.g. telemedicine
or crisis observation)* could expand to
include manufacturing facilities.

3D-printed replicas of human remains
for the purposes of supporting forensics
investigations (already currently used in
legal systems in some regions).® This
could translate into humanitarian contexts
to support investigations of humanitarian
law breaches. Building on current uses

of 3D printing to produce artificial human

limbs, further developments could be
implemented in crises-affected contexts.®

Barriers and enablers for development

In relation to the development of open-

source hardware and the wider distributed
manufacturing community in supports,

there remain challenges to scaling and
coordinating these initiatives. Such challenges
include securing funding and participation

for building local technical capacity,®

and scaling governance mechanisms for
assuring and certifying open-source designs
to demonstrate their safety and efficacy.®
Growing communities of practice, such as the
Humanitarian Makers and Honey Bee networks
(which share frugal innovation ideas developed
in Asian contexts),> could potentially facilitate
and accelerate this transition.

Barriers to the development of mobile
manufacturing systems include local regulatory
differences (including those relating to worker
mobility and visa requirements), differences

in local feedstock access and pricing, and
ensuring sustainable funding of transport and
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maintenance costs.* Increasing exposure of
traditional static and centralised manufacturing
facilities to extreme weather risks could,
however, incentivise funding and research into
both mobile manufacturing and decentralised
manufacturing models, which are comparatively
more resilient to these risks. Accelerated
development of robotic teleoperation and
virtual reality applications in fast-growing
flelds, including nuclear management, deep

sea exploration and space exploration,® could
translate to remote manufacturing solutions for
the humanitarian sector.

Risks and opportunities for humanitarian
stakeholders

Some emerging applications carry ethical
risks and considerations: the use of 3D-printed
human remains for crime forensics and
reconstruction should account for significant
regional and cultural differences in how human
remains should be treated (and associated
lack of international codes of practice and
ethics), challenges around gaining consent
from deceased individuals and their families,
and the ethical use and disposal of printed
models.* Increased use of telemanufacturing

and mobile manufacturing systems - reliant
on data sharing and remote digital access
tools — may also increase humanitarian
stakeholders’ exposure to digital risks,
including cyber-threats that compromise

the integrity of production outputs or disrupt
their operation.®® The potential social impacts
of these approaches could also undermine
efforts to support the humanitarian localisation
agenda, by, for example, reducing availability
of employment opportunities for local workers
and increasing reliance on international
expertise and resources.

Progress in open-hardware standards, and the
distributed manufacturing they enable, are in
contrast an opportunity to facilitate a wider
shift towards ‘distributed humanitarianism’:
the shift of humanitarian assistance models
away from large-scale, institutionalised aid
towards networks of local, self-organising
groups and volunteers that could be more
cost-efficient and resilient.*® When seen as part
of a wider shift towards remote humanitarian
management, the next generation of additive
manufacturing technologies could also
potentially help to address access constraints
and increase worker safety.®
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3.3.2. Horizon 3: Long-term future

Potential development trajectories for
advanced manufacturing technologies in
the longer-term time horizon — drawing on
nascent technology research areas and pilot
applications that face barriers to maturing in
the medium term — include:
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3D bioprinting and tissue engineering
that uses ‘bioink’ consisting of living

cells, biomolecules or biomaterials as

a manufacturing feedstock.® Potential
use cases in crisis health treatment are
broad, including organ and tissue printing,
development of biological scaffolds to
improve drug delivery, and manufacturing
of personalised medicines, but various
ethical, technical and governance barriers
(discussed below) mean they are unlikely
to be widely used in the humanitarian
sector in the short- and medium-term.

Organic feedstocks®? for advanced
manufacturing facilities that enable more
effective use in low-resource settings,
where they are locally abundant. Design

concepts for refugee shelters in desert
environments using quartz sand as a
feedstock have been proposed,*® while
mycelium feedstocks have been shown
to improve the mechanical strength of
3D-printed structures® and support the
development of self-repairing materials.®®

Open-source hardware for humanitarian
activities subject to stringent safety
regulations, including medical devices that
require approval from medical regulation
authorities. This could include additive
manufacturing of pills and medicines to fill
demand closer to the sites of humanitarian
emergencies.®

Additive food manufacturing, where
dehydrated food is combined with water
on-site for use as a feedstock. This could
be used to support humanitarian food
security and nutrition activities during
conflict and famine.®” These products
could also modify food structure to make
it more portable and resistant to physical
damage in transit, and tailored in shape for
individuals with conflict injuries or health
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conditions such as dysphagia that make it
difficult to swallow foods.%

The use of metal and multi-material
feedstocks for additive manufacturing,
including to support 3D-printed
electronics. For the latter, researchers are
exploring the potential to make flexible,
wearable sensors for health monitoring,
which may offer potential for healthcare in
emergency settings.®

Synthetic biology, the modification of

living organisms’ genes to change their
performance. This could be used to

create construction materials resistant to
extreme weather conditions or to prevent
the spread of communicable diseases in
humanitarian contexts. Access to patents
and technigues as well as ethical concerns
of using synthetic biology on human beings
could constraint future uses.”

Barriers to and enablers for development

The major barriers to the development of open-
source humanitarian hardware and bioprinted
products in heavily regulated fields, including
health and medicine, are costs, availability and
capacity: gaining approval and certification

for these devices requires substantial
investment to evidence that designs are safe,
and regulatory authorities’ capacity to process
approvals is unlikely to keep up with demand

in the foreseeable future.” Similar regulatory
challenges have been noted for additive food
manufacturing, where food safety regulations
—and concerns about a lack of nutritional value
in the context of growing evidence on the risks
of ultra-processed food — may impede the
progress of future development.”

Several systemic trends could be common
enablers for the development of the next
generation of advanced manufacturing
approaches, however: challenges relating to
the sustainability and availability of existing
feedstocks and equivalent non-manufactured
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products (including food insecurity’® and
organ donation supply’#) could drive the
search for alternatives.

Risks and opportunities for humanitarian
stakeholders

As advanced manufacturing approaches
become more accessible and sophisticated

in the longer term, organisations including the
United Nations have speculated that it could
be used to facilitate the production of weapons
(including autonomous weapon components)
by malicious actors, increasing risks to both
humanitarian safety and of general conflict
development.”> A World Health Organization
report on the future of bioprinting highlights
similar potential issues around bioprinted
biological weapons, and wider potential issues
relating to social stigmatisation of 3D-printed

tissue recipients and exclusion of LMICs in
both the development of and access to such
technologies.”®

Organic feedstocks have the potential to drive
sustainability in humanitarian operations
(through reducing reliance on feedstocks
associated with higher ecological impacts)
and support the development of new

local economies for feedstock cultivation

and harvesting as part of a wider shift to
‘regenerative circular economies’.’”’

Based on the risks, opportunities, barriers
and enablers discussed in the previous
paragraphs, the study team identified some
questions that could guide future uses of
advanced manufacturing by humanitarians in
Box 3.1 below.

Box 3.1 Considerations for responsible adoption of advanced manufacturing systems

In response to the potential future development trajectories, risks and opportunities associated
with advanced manufacturing systems, humanitarian stakeholders could consider addressing

the following questions:

+  How can humanitarian ‘'maker spaces’ and distributed manufacturing networks be

supported to scale?

+ How could humanitarian funders, policymakers and advocacy groups promote new
institutional and governance mechanisms for certifying open-source hardware designs?

- How can locally abundant advanced manufacturing feedstocks (including organic
substances and bioinks) be sustainably cultivated and scaled?
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Figure 3.1 Future development trajectories, barriers, enablers, risks and opportunities associated with advanced manufacturing systems in the humanitarian sector
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Chapter 4. Early Warning Systems

An Early Warning System (EWS), as defined hazards these systems seek to address range
by the United Nations Office for Disaster Risk from natural disasters such as floods and
Reduction (UNDRR), is an ‘integrated system of  earthquakes through to disease risks and
hazard monitoring, forecasting and prediction, ~ food insecurity. They span the four core pillars

disaster risk assessment, communication of early warning action, including: disaster

and preparedness activities systems risk knowledge development; detection,

and processes that enables individuals, monitoring and forecasting of hazards;

communities, governments, businesses and warning dissemination and communication;

others to take timely action to reduce disaster and preparedness to respond.”® In the context

risks in advance of hazardous events'.”® The of the humanitarian sector and acute crisis

78 United Nations Office for Disaster Risk Reduction. 2024. ‘Early warning system.” As of 26 August 2024:
https://www.undrr.org/terminology/early-warning-system
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response systems for the latter two pillars are
particularly relevant. It is important to note that
the development of EWS can also help identify
financing priorities (e.g. against the risk of
famine or to strengthen action prior to tropical
typhoons).® Beyond the identification of
climate-related risks, EWS in the humanitarian
context can also help identify human rights
violations and early signs of conflict.®'

While a substantial amount of funding and
resource is being devoted to EWS on a global
level, there remains a need to consider how

to develop effective localised systems in
LMICs. Localised EWS systems that are
designed to address the unique geographical,
environmental and socio-economic factors that
influence disaster risk within a particular area
could have significant impacts in effectiveness
and in developing local technological capacity.

4.1. Horizon 1: Current context
for Early Warning Systems in the
humanitarian sector

Today, EWS can take advantage of different
types of data and advanced computing
systems to improve preparedness. In the

17

Philippines, for example, a collaboration
between a Dutch company and the Philippine
Red Cross (PRC) led to a tool that could
analyse social media data and reporting from
volunteers on the ground in combination

with hydrologic models to better inform flood
preparedness and response.®

A range of sensor technologies, both
established and emerging, underpin

hazard detection and monitoring activities.
Technologies such as static rainfall, water
level and flow, humidity, radar and satellite
monitoring sensors are relatively established,
while approaches incorporating Internet of
Things (IoT) and Light Detection and Ranging
(Lidar) sensors are at an earlier stage of
development.® Cambodia’'s EWS 1294, for
example, uses solar-powered and mobile
data-enabled water gauges for flood risk
monitoring,®* while a system being developed
in Timor-Leste uses weather stations, ocean
sensors and Doppler radars that utilise the
Doppler effect to produce information about
the speed of objects travelling at a distance
(for example, to measure approaching wave
speeds).®

Multi-Hazard Early Warning Systems (
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), which are able to forecast the cumulative
effect of different types of disasters, are a
growing area of application in LMICS: 39 per
cent of Small Island Developing States, and
46 per cent of Least Developed Countries
(LDCs), currently have established MHEWS 8
In the island nation of Barbados, for example,
this combines systems for natural disaster
risks such as hurricanes and flooding with
monitoring for vector-borne diseases that
increase in the wake of high temperatures and
natural disasters. Since 2022, the African Union
has also implemented a new EWS, the Africa
Multi-Hazard Early Warning and Early Action
System, aimed at benefiting countries across
the continent and helping identify potential
crises or coups, as it did successfully in Mali
in 2012 or Burkina Faso in 2015, though there
have been rising concerns about the efficiency
of the system since.®’

Community Early Warning Systems (CEWS),
which are developed and implemented at a
community level and emphasise solutions
that work within existing resources and by

empowering local actors, are increasingly

seen as vital to establishing EWS in developing
countries and achieving ‘early warning for all
ambitions (discussed in more detail below).s
While the systems developed vary, depending
on the local infrastructure and context, in
general they use technologies that are relatively
lower in cost and technical complexity, as
CEWS are often deployed where there are gaps
in coverage of, or no, national-level systems.

In the case of Chitwan village in Nepal, for
example, CEWS have evolved from the use of
manual watch-and-warn towers and sirens

in 2002 to the establishment of a community
disaster management committee that monitors
upstream river levels two decades later.®®

Common warning communication systems
include the use of mobile phone-based alert
systems, such as those used to respond

to an unprecedented volcanic eruption and
tsunamiin Tonga in 2022,° or India’s national
flood alert warning system.® These systems
can operate even in low-connectivity contexts
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both for humanitarian actors and affected
communities.*?

Current risks and opportunities for
humanitarian stakeholders

The UNDRR's Global Assessment Report on
Disaster Risk Reduction identifies access to
disaster EWS as one of the foundations of
achieving the Sustainable Development Goals
(SDG) and overcoming the ‘resilience deficit’,
where regions’ needs in relation to disaster
protection are not met by their capabilities. *

Despite the increasing adoption of EWS in
LMICs, some key challenges and systemic
risks remain. Many EWS, and the technological
systems of which they comprise, are developed
by private organisations or institutions in high-
income countries, creating risks of ‘technology
lock-in" and overreliance on systems beyond
their control in LMIC regions that depend

on them. Despite progress on implementing
CEWS, many systems still have exclusionary
warning communication systems that fail to
adequately account for considerations such

as diversity in local dialects, beliefs and norms,
and disability-friendly warnings. Multimedia
EWS formats could, however, help to overcome
some of these concerns.® Digitised EWS

may also pose social risks where they create
operational challenges for, or displace,
existing community-based approaches.

4.2. Future trajectories,
opportunities and challenges for
Early Warning Systems in the
humanitarian sector

4.2.1. Horizon 2: Medium-term transition
phase

Potential development trajectories for EWS in
LMICs in the medium term (Horizon 2) include:

« Internet of Things (IoT): the advancement
of loT that enables real-time data collection
and analysis, aiding in predicting and
mitigating natural disasters, could be
widespread in LMICs in the medium term.®
loT sensors can monitor environmental
factors like temperature, vibration,
movement, displacement, pressure and
air quality to support disaster detection
and monitoring. Systems on connected
drones — collectively referred to as Internet
of Drones (loD) - could also become
more commonplace as a form of backup
communication network in support of
disaster response communications.

An example of this is AT&T's use of
drone-based ‘cells on wings' to restore
communication in Puerto Rico after the
2017 hurricane.®

92 Office for the Coordination of Humanitarian Affairs. 2021. From digital promise to frontline practice: new and emerging

technologies in humanitarian action. As of 26 August 2024 https://reliefweb.int/report/world/digital-promise-frontline-
practice-new-and-emerging-technologies-humanitarian-action

United Nations Office for Disaster Risk Reduction. 2023. ‘GAR Special Report: Measuring Resilience for the
Sustainable Development Goals. As of 26 August 2024: https://www.undrr.org/gar/gar2023-special-report

GSMA. 2022. ‘Early Warning Systems in the Philippines: Building resilience through mobile and digital technologies!

https://www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-for-development/wp-content/

93

94
As of 26 August 2024:
uploads/2022/06/PhilippinesEWS_R_Web.pdf

95 TagolO. 2024. ‘Using loT to Predict and Prevent Natural Disasters.” As of 26 August 2024:
https://tago.io/blog/iot-to-predict-prevent-natural-disasters

96 Pregler, Art. 2018. ‘Extreme Connections. AT&T Blog. As of 26 August 2024

https://about.att.com/innovationblog/extreme_connections


https://reliefweb.int/report/world/digital-promise-frontline-practice-new-and-emerging-technologies-humanitarian-action
https://reliefweb.int/report/world/digital-promise-frontline-practice-new-and-emerging-technologies-humanitarian-action
https://www.undrr.org/gar/gar2023-special-report
https://www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-for-development/wp-content/uploads/2022/06/PhilippinesEWS_R_Web.pdf
https://tago.io/blog/iot-to-predict-prevent-natural-disasters
https://about.att.com/innovationblog/extreme_connections

20

97

98

99

100

101

102

°rging Technologies in the Hum

Jnitarian Sector

Novel low-cost sensors currently being
developed could enable the expansion
of disaster detection systems in low-
resource contexts. One example is
microelectromechanical systems-based
ground motion sensors for earthquake
risk detection, which have been piloted in
countries including China, Japan, Taiwan
and the USA.%

Virtual Reality for preparedness and
anticipatory action planning could translate
from high-income countries where they are
being piloted or widely applied. Countries
including Italy, China, the USA and Brazil
have used these systems for a range of
purposes, including disaster simulation
and decision support, engaging the public
with flood risks and response actions, and
training humanitarian responders.*®

Community-driven EWS (CDEWS): The
International Federation of Red Cross and
Red Crescent Societies (IFRC) highlights
how future stages of CEWS development
may need to be led by communities
themselves. Specifically, CDEWS can occur
in the absence of established EWS at the
national level or should risks be limited to

a very specific location (e.g. risk of flash
floods). Similarly, such systems can focus

on conflict-related risks. In Sri Lanka,

for example, CEWS were established to
monitor at-risk areas. In the Horn of Africa,
EWS were also implemented to focus on
pastoral conflicts.®

Barriers to and enablers for development

Research suggests that there is a need for
enhanced interoperability and integration
among these systems, particularly for
addressing multi-hazard situations where
systems tailored to individual risks may
face particular integration challenges.’®

For instance, project consultation with a
sector expert suggested that Madagascar
currently operates over 30 warning systems;
however, there is a lack of cohesive integration
among them, which raises concerns about
the efficiency and effectiveness of creating
multiple EWS.

The establishment of regional frameworks

for EWS could, however, help to address these
coordination and interoperability challenges. The
African Union has put forth a framework for an
African Multi-Hazard Early Warning and Early
Action System,”” and in 2022 a Continental
Multi-Hazard Advisory Centre was established
by the African Centre of Meteorological
Application for Development.’® Other regional
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coordination initiatives include the ASEAN
Framework on Anticipatory Action in Disaster
Management in Southeast Asia, the Regional
Center for Seismology for South America, and
the Coordination Center for the Prevention of
Natural Disasters in Central America.'® These
regional initiatives are set against the backdrop
of the United Nations’ Early Warnings for All
initiative, which aims to ensure that every
country has an EWS by 2027.7%

At a macro level, general increasing digital
connectivity and mobile phone penetration
could also enable greater adoption of mobile
phone-based warning communications
systems and strengthen the development

of CEWS. The Global System for Mobile
Communications Association (GSMA), for
example, forecasts that 87 per cent of Sub-
Saharan Africa’s mobile phone connections will
have access to the internet by 2025, relative to
38 per centin 2017.79

Despite these promising initiatives and
development, challenges relating to a lack
of sustainable long-term funding for EWS
in LMICs are likely to endure in the short and
medium term. The Centre of Excellence for
Climate and Disaster Resilience notes that
this challenge is particularly significant in
fragile, conflict and violent (FCV) contexts,

where the potential need for co-funding
mechanisms across climate resilience,
humanitarian and development funders
creates added complexity.’® Community
mistrust and cultural insensitivities of
nationally and internationally driven EWS could
simultaneously be a barrier to these systems
while enabling development of CDEWS.
Communication warnings may, for example,
not acknowledge local belief systems — one
paper on flood early warning systems in
Pakistan highlights how communities feel a
sense of responsibility for and belonging to
their ancestral lands, and therefore did not
engage with evacuation requests.’”’

Risks and opportunities for humanitarian
stakeholders

Community-driven EWS have the potential

to symbolise and advance the humanitarian
localisation agenda, as they are focused on
empowering local communities to design,
deliver and own their EWS with limited or no
reliance on institutions outside of their contexts.
The physical localisation of these systems is
important to consider. The IFRC, for example,
suggest that EWS monitoring activities could be
established within the country’s capital city.”®
Similarly, community-driven approaches could
help to address gendered impacts of disaster
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105 GSMA. 2018. ‘More Than Half of Sub-Saharan Africa to be Connected to Mobile by 2025, Finds New GSMA Study'.
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107 Shah, Ashfag Ahmad, Ayat Ullah, Nasir Abbas Khan, Abid Khan, Muhammad Atig Ur Rehman Tariq & Chong Xu. 2023.
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https://www.frontiersin.org/articles/10.3389/feart.2023.1068721/full
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risks observed in some regions — a UN Women
and International Institute for Sustainable
Development (IISD) report found that natural
hazards and climate change impact men and
women differently because of a host of factors,
such as different family responsibilities and
design of disaster risk policy and service delivery
by mandating bodies."®

The use of data-intensive loT and virtual-reality
systems for disaster monitoring and preparatory
action, however, creates surveillance and
privacy risks, which could slide into data
extractivism (potentially destructive modes of
data extraction to maximise profits''?) where
developers of these systems utilise local data to
develop products for commercial gain.’

4.2.2. Horizon 3: Long-term future

Potential development trajectories for EWS in
LMICs in the longer-term future (Horizon 3)
include:

+ Edge computing and cloud-based EWS.
Edge computing is a distributed computing
model that uses local networks and
devices for data analysis, reducing reliance

on centralised servers and allowing faster
processing of data. Research suggests that
this could also improve the accuracy of the
data.”? Cloud computing infrastructure that
is not currently commonly used for EWS
could also mature, facilitating the reuse

of risk models across different regions
(potentially saving costs and lowering
technical barriers).

The integration of Al holds significant
potential for enhancing disaster
management practices, including, for
example, risk analysis for flood early
warning systems'* and anticipatory cash
transfers to populations forecasted to
experience climate-induced crises.”® While
Al'is currently being used in some LMIC
EWS - including for decision support in
the Pacific regions, and a risk intelligence
platform in the Philippines™® — the use

of this technology remains expensive

and technically challenging for many
communities. Some initiatives already
explore these developments through
partnerships developed between private-
sector companies and LMIC governments.
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For example, Microsoft launched an
initiative to strengthen EWS across
Africa."” Stakeholders engaged through
this project suggest that the use of Al could
be a long-term future trend in LMIC EWS, if
these systems become much cheaper and
possibly more transparent and accessible.

«  MHEWS that encompass EWS for
new forms of disaster risks, perhaps
incorporating novel sensor technologies.
Recent research has formulated the use
of carbon nanotube sensors on plants that
could act as an EWS for crop threats,'®
for example. Elsewhere, EWS for a range
of non-disaster-related risks that could
exacerbate humanitarian crises could be
integrated into MHEWS, such as online
misinformation EWS™° or models that use
climate-related information to predict and
prevent disease outbreak.’?

Barriers and enablers for development

Challenges relating to the performance of Al
for anticipatory action include data scarcity
(particularly in relation to marginalised

populations in LMICs) and ‘dataset shifts’
where differences between the data used to
train models and the data in their real-world
use mean the risk models used may not be
as effective.’” Taken collectively, these issues
represent a significant barrier for effective
translation of Al models to LMIC contexts.

Maturing algorithmic auditing approaches
may mitigate these risks and provide some
assurances to sceptical communities and
stakeholders. Community-based auditing
approaches, which have the potential
advantages of surfacing biases research-led
or internal company auditors may overlook
and fostering community awareness and
mobilisation, may be particularly useful for
supporting CDEWS. 22

Recent increases in academic research
exploring the use of ‘explainable Al techniques
for disaster risk management’* (i.e. that
facilitate the interpretation and understanding
of EWS models) could foster future
developments in this area, and potentially

help LMIC stakeholders to better understand
and scrutinise the use of Al EWS in their
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communities. Public-private partnerships are
also increasingly developed. For example,

IBM developed a partnership with the African
Union’s Risk Capacity Group to leverage Al- and
cloud-based systems to support upskilling and
capacity-building efforts but also to develop
cutting-edge risk assessment and early
warning products.’?

Risks and opportunities for humanitarian
stakeholders

Researchers have questioned the ethics of
automated anticipatory resource distribution
and the design choices of underpinning Al
models. For example, if economic loss is
treated as an absolute (rather than relative)
metric for disaster impact assessment

models, this would tend to favour wealthier
communities and individuals who on average
have more capital assets to lose from
disaster damage.’?® Risks of algorithmic bias
— where models discriminate against certain
demographics based on underlying biases

in the training data — observed in general Al
systems are likely to be particularly harmful if
they impact anticipatory resource distribution
and community risk exposure models.’?

Based on the risks, opportunities, barriers and
enablers discussed in the previous paragraphs,
the study team identified some questions that
could guide the future adoption of EWS by
humanitarians across LMICs in Box 4.1.

Box 4.1 Considerations for responsible adoption of Early Warning Systems in LMICs

In response to the potential future development trajectories, risks and opportunities associated
with EWS in LMICs, humanitarian stakeholders could consider addressing the following

questions:

- What international funding, governance and community engagement initiatives are needed
to sustain LMIC EWS after the conclusion of the UN’s Early Warning for All initiative in 20277

- What oversight and design mechanisms should be developed to ensure LMICs can design,
influence and audit Al-based EWS in their communities?

- How can early warning communication systems be made more inclusive (e.g. reflecting

local religious or spiritual beliefs)?
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Figure 4.1 Future development trajectories, barriers, enablers, risks and opportunities associated with Early Warning Systems in the humanitarian sector
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Chapter 5. Camp monitoring systems

Camp monitoring systems are an Commissioner for Refugees (UNHCR) in
important enabling technology area for 2005, this encompasses a range of activities
humanitarian camp coordination and camp related to the management of population
management (CCCM) cluster activities. displacement and migration flows, temporary
Established under the responsibility or permanent, in the aftermath of crises

of the International Organization for such as conflicts and natural disasters.™

Migration (IOM) and the Office of the High Affected populations can be relocated

127 UNHCR. 2021. ‘Camp Coordination and Camp Management (CCCM) Cluster (IASC)’. As of 26 August 2024:
https://emergency.unhcr.org/coordination-and-communication/cluster-system/camp-coordination-and-camp-
management-cccm-cluster-iasc


https://emergency.unhcr.org/coordination-and-communication/cluster-system/camp-coordination-and-camp-management-cccm-cluster-iasc

outside camps'® (e.g. with host families or
housing schemes) or within camps (this
includes both formal and planned camps as
well as informal, self-established and transit
settlements).’” To support the activation
and management of these settings, a myriad
of actors are involved either directly or
indirectly, including the affected population
themselves, national government authorities,
local populations, agencies across the UN
system and national and international non-
governmental organisations (NGOs).™®® The
roles and responsibilities of these various
actors depends on the type of camp that

is established. It should also be noted that
the establishment of camps is understood
as a last-resort measure in contexts of
displacement.’®

Throughout the life cycle of a camp there are
commonly three phases: camp set-up; camp
care and maintenance; and camp closure.
There can be periods of overlap between the
various phases and temporary settings can
become permanent. Camp management is
often under the responsibility of national or
international NGOs with national authorities.
This task encompasses the maintenance of
camp infrastructure as well as ensuing that
the displaced population can access and
benefit from services and that their needs are
met over time.3?

Against this backdrop, camp monitoring
systems in the context of this deep dive are
defined as outlined in Box 5.1.
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Box 5.1 Camp monitoring systems definition

‘Systems [used] to monitor and manage refugee camps, detention centres, and other temporary
settlements including deploying sensors, cameras, and other monitoring devices to track the
movement of people and goods, as well as using data analytics and machine learning to identify
patterns and trends in camp activities. Camp monitoring systems are designed to improve the

safety, security, and well-being of people living in temporary settlements, and to help humanitarian
organisations and governments respond more effectively to crises and emergencies."®

These technologies can be used, for example, 5.1. Horizon 1: Current context for
to count individual camp structures with the camp monitoring systems in the

use of satellite imaging and remote sensing.’*

humanitarian sector

Within camps, technology can also be used for

information-sharing purposes with displaced A variety of tools and technologies are currently
populations, or to support camp design and used to monitor and support the day-to-day
develop key camp infrastructure (e.g. adapt management of refugee camp infrastructure,
the number of water points based on camp including remote sensors and cameras, as well
population data to ensure water access, or to as using data analytics and machine learning to
reduce fire hazards and exposure to indoor identify patterns and trends in camp activities.'®

pollution and smoke.™3

133

134

135

136

137

Drones, satellite imagery and Earth
observation have also been proposed for
camp monitoring purposes beyond security
management, for example to forecast needs
and aid in-camp infrastructure planning.'®
UNICEF Jordan currently operates a camp

ChatGPT output from a prompt by the research team, ‘Define [technology area] with reference to the humanitarian
sector’, 15 December 2023. The study team subsequently reviewed and adapted all results in line with the project
scope. See Annex A: Paillé, Pauline, James Besse, Hampton Toole, Chryssa Politi, Shruti Viswanathan, Eunice
Namirembe, Jyoti Nayak, Sergi Martorell, lain McLaren, Christopher Tyson, Charlie Wilkening & Jacob Ohrvik-Stott.
2024. Emerging technologies in the humanitarian sector: Methodology report. Santa Monica, Calif.: RAND Corporation.
RR-A3192-2. As of 17 October 2024: www.rand.org/t/RRA3192-2
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settlement mapping.’ Philosophical Transactions of the Royal Society A: Mathematical, Physical and Engineering
Sciences 376: 2128. As of 26 August 2024: https://doi.org/10.1098/rsta.2017.0363
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While Al solutions are outside of the scope of this project, we explore how these solutions could integrate with the
technology areas outlined in the deep dives.

Rothe, Delf, Christiane Frohlich & Juan Miguel Rodriguez Lopez. 2021. ‘Digital Humanitarianism and the Visual
Politics of the Refugee Camp: (Un)Seeing Control. 'International Political Sociology 15(1): 41-62. As of 26 August
2024: https://doi.org/10.1093/ips/olaa021;

Tomaszewski, Brian, Nijad Al-Najdawi, Jean-Laurent Martin, Sara Tedmori, Irene Omondi & Yusef Hamad. 2017.
‘Using Geographic Information Systems (GIS) in Za'atari refugee camp, Jordan for refugee community information
management and mobilization: The RefuGIS project. 2077 IEEE Global Humanitarian Technology Conference (GHTC),
San Jose: 1-10. As of 26 August 2024: https://doi.org/10.1109/GHTC.2017.8239276
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monitoring system in the nearby Za'atari
refugee camp that draws inspiration from
‘'smart city’ waste collection models utilising
loT smart sensors connected to remote
computing platforms™® in order to monitor
and schedule waste collection.’® Similarly, in
2018 Elrha funded a pilot program that used
loT to monitor water quality and distribution at
the Dadaab refugee camp in Kenya.#

Technologies have also been used with regards
to security concerns and surveillance of
camps. For example, the EU-funded BASYLIS
project piloted in 2013 the use of low-cost
portable sensing platforms (consisting of
distributed radio, video, magnetic, seismic,
optical and acoustic sensors and body-worn
panic buttons) in refugee camps, intended to
be able to detect multiple security threats to
humanitarian workers.’! More recent examples
include the Centaur system designed to
manage the security of five reception camps
for asylum seekers across Greece. Previously
described by Greek government officials as

an ‘integrated digital system of electronic and

physical security management placed inside
and around the facilities using cameras and

a motion analysis algorithm’,"# it combines
behavioural analytics, drones, cameras and
other sensors to monitor outdoor and indoor
spaces within camps. In the Azraq refugee
camp in Jordan, Geographic Information
Systems (GIS) have been used to manage

the occupancy of shelters and monitor the
whereabouts of camp inhabitants, linking

to registration databases.™ Such security
surveillance systems are among the most
controversial applications of camp monitoring
systems, as we outline in further detail in the
‘Current risks and opportunities’ section below.

Other camp monitoring systems have sought to
protect the health and well-being of displaced
populations. For example, rapid deployment

fire alert systems were developed following

a fire in a township in South Africa in 2014,

with the objective to be deployed in informal
settlements.™ NGOs and UN agencies have
also used technologies for health surveillance
or communication purposes within formal
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camps.’ GIS have also been used to assess
the risk of disease outbreak during natural
disasters through the production of maps from
data collected on the ground,’* and solar energy
has been used to enable displaced populations
to get electricity and internet connectivity, within
and beyond formal camps.™’

Current risks and opportunities for
humanitarian stakeholders

Some camp monitoring systems have

been critiqued by humanitarian NGOs and
stakeholders on several legal and ethical
grounds. The NGO Homo Digitalis, for instance,
has expressed concern over the role camp
monitoring systems have played in violations
of migrants’ rights to privacy, due process

and dignity (a core humanitarian principle).'#
The 2015 Camp Management Toolkit also

emphasises the need for displaced individuals
to be able to exercise informed consent relating
to the collection of their data or personal
information.™ Algorithm Watch have criticised
the Greek Centaur system for enabling mass
containment and ‘control’ of refugees at the
expense of refugee well-being and rights.” In
April 2024, the Greek Data Protection Authority
issued a €175,000 fine against the country’s
Ministry of Migration and Asylum after the
privacy regulator’s investigation found ‘serious
shortcomings’ in its compliance with the
European General Data Protection Regulation
(GDPR)."™®" The integration of camp monitoring
systems in border control and policing
functions, where these systems are repurposed
for political objectives and integrated with wider
state security functions, poses further risks to
humanitarian principles of independence.’?
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Camp monitoring systems do, however, offer ethical considerations in line with the four

opportunities for humanitarian stakeholders. humanitarian principles should also be
The development of open-source satellite considered. Potential medium-term camp
imagery databases, where data is made monitoring technologies include:

available to a range of non-humanitarian
stakeholders, may enable the mobilisation of
non-traditional actors (e.g. NGOs, independent
researchers, private-sector actors or potentially
malicious actors) in camp monitoring efforts.
The use of such imagery could promote
transparency and accountability around

camp operations and management. For
example, nighttime lighting data has been
used to monitor efforts for the relocation of
Rohingya refugees from Cox's Bazaar camp

in Bangladesh, where they faced violence and
security threats (e.g. kidnappings).'®

* Integrated shelter construction and
monitoring tools, including rapid
deployment perimeter monitoring,
lightweight portable modular shelters and
computational tools for optimising shelter
designs based on camp monitoring data.
Improved design could increase refugees’
and Internally Displaced Persons' (IDP)
access to basic services (e.g. water,
sanitation and hygiene [WASH]) and reduce
risks of violence sometimes linked to
overpopulation.'

« Infrastructure monitoring for efficiency

. . improvements and safety that translate
5.2. Future trajectories, to a broader range of camp infrastructure

opportunlt!es .and Cha"eng.es for areas and benefit displaced populations
camp monitoring systems in the (e.g. electric grid, connectivity, food and

humanitarian sector water). For example, cooking stoves could
use wireless sensors to support energy
efficiency planning while reducing risks of
fire or smoke.’®®

5.2.1. Horizon 2: Medium-term transition
phase

From pilot and current applications of camp
monitoring systems, there are various
potential development trajectories for these
technologies in the medium term (Horizon
2). For each of the potential options,

* Health monitoring approaches, currently
primarily delivered by healthcare
professionals, could be widened to improve
the health and well-being of displaced
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populations. Remote systems (e.g.
telemedicine) could help refugees access
health services that are not available
on-site, support efforts to address gender-
based violence, or monitor the spread

of communicable diseases. Wastewater
surveillance systems with these goals are
currently being piloted in the Cox’s Bazar
camp in Bangladesh.™®

Barriers to and enablers for development

Heightened data protection enforcement
actions could both enable and limit the use of
camp monitoring systems. As reflected in the
decision issued by the Greek Data Protection
Authority on the misuse of personal data, the
EU GDPR could act as a near-term constraint
on the deployment of data-intensive camp
surveillance technologies. Conversely, the
implementation of the EU Al Act could further
widen the use of automated camp monitoring
systems in a European context, albeit with
the constraint to ensure the respect of
fundamental rights. Though the use of these
systems in the fields of migration, asylum or

border control is defined as ‘high-risk’ under
the Al Act, authorities and institutions in these
sectors can continue to use these systems,
though some constraints are likely to apply to
ensure human oversight (e.g. risk assessment,
maintenance of use logs, transparency,
accuracy).’’” The application of the Al Act
beyond Europe remains uncertain.’® Emerging
privacy regulations, such as the draft American
Privacy Rights Act published in April 2024,
might have implications for the implementation
of camp monitoring systems in other regions
(e.g. where systems rely on international data
transfers to data centres in the US to operate).
Given the nascent nature of these regulations,
their impact on the deployment and utilisation
of automated camp monitoring systems
remains highly speculative.

The integration of camp monitoring and
health surveillance systems, including through
automation, could be enabled by a broader
long-term trend outside of the humanitarian
sector towards increasing automation of
healthcare.’® In the area of camp sensors and
infrastructure monitoring, researchers have
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proposed ethical design principles, including
the inclusion of refugees in system design,
approaches for ethical consent, and enabling
access to data generated, that could promote
their development and scaling.™®"

Risks and opportunities for humanitarian
stakeholders

Regional divergences in data protection and
Al regulations and regulatory approaches
relevant to camp monitoring technologies
could create disparities and foster risks
(e.g. data imperialism16?).7%3 Alternatively,
regions where regulatory regimes require
fewer safeguards could increasingly become
test-beds for novel monitoring technologies,
with implications for local communities’
fundamental rights. Stakeholders engaged
in this project highlighted growing concerns
about disproportionate surveillance of
humanitarian workers in the context of
camp monitoring technologies. However,
the use of camp monitoring systems over
the coming years is more likely to relate

to refugee surveillance.’®* This could also
become a driving factor in data protection
regulation enforcement actions relating to
camp monitoring. Against this backdrop, the
main risk associated with the deployment

of camp monitoring technologies relates to
wider misuse and sharing of personal data of
refugees and IDPs (e.g. voluntary data sharing
between camp management authorities and
other actors, such as national authorities, as
well as data breaches, third party surveillance
or hacking).'®

Greater focus on camp infrastructure
efficiency, enabled by more sophisticated and
granular infrastructure monitoring systems,
could help to realise increased cost-saving
opportunities. Researchers have also
speculated that making this monitoring data
(e.g. in relation to energy use and cooking)
available to displaced persons could build
community capabilities, improve their living
conditions, and enable them to constructively
challenge or influence how camp infrastructure
is designed.™®®

5.2.2. Horizon 3: Long-term future

Potential development trajectories for camp
monitoring systems in the longer-term time
horizon — drawing on nascent technology
research areas and pilot applications that
face barriers to maturing in the medium term
—include:
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Emerging smart city technologies (which
could mature in the medium term in non-
humanitarian contexts) that could translate
to humanitarian camps as they grow in
scale due to long-term increases in refugee
numbers.’®” Exemplar applications that
could translate to camp monitoring include
distributed or cloud-based manufacturing
technology infrastructure points (see
Section 3 on smart manufacturing
technologies), or ‘City Information
Modelling'. The latter combines data
sources from GIS systems, technologies
for urban and building management, and
citizen-reported data to support better
management of city infrastructure such

as sewage systems or building ventilation.
A discovery research pilot was conducted
in 2023 in Al Baga, Jordan, a city that was
originally a Palestinian refugee camp.'®®

Similarly, digital twins — digital mirrors
of physical humanitarian camps — could
enable humanitarian actors to make
informed planning or training decisions.
Digital twins are generated through a

combined use of camp sensors and
analytics and can integrate real-time data
to produce accurate digital representations.
Digital twins have been used in other
sectors, such as manufacturing and
aviation, and in small island nations facing
acute climate risks, and could be adapted
to camps.’®

* Risk-resilient monitoring technologies
(e.g. drones resistant to extreme weather
conditions) could be used to monitor
camp or displacement settlements due to
population movements in the aftermath of
climate crises or natural disasters.’”

Barriers and enablers for development

Camps’ growing exposure to climate risk,
including desertification, flooding, monsoons
and cyclones, are likely to drive a greater
focus on risk-resilient monitoring technologies
and camp monitoring for climate risk
exposure.’”" This focus could lead to the
further development of camp monitoring
technologies, especially for monitoring and
predicting changes in physical infrastructure
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and geography, both within camps but also
in the areas in which camps are set up in
host countries that could also be subject

to climate change. Mitigation plans against
specific climate risk or potential relocation
plans could be considered in this context.
Increased availability of satellite imagery and

development of new statistical techniques (e.g.

to predict the likelihood of exposure of camps
to natural disasters) is likely to further drive
such development.’”?

For translation of smart city technologies to
refugee camp contexts, wider barriers relate

to a lack of research, funding, strategies and
specialised models for their application in rural
contexts.”® Though most refugee camps are
located in rural areas (75 per cent, according
to World Bank Group estimates), camps are
increasingly considered to be urban areas if
not cities.”* The technologies presented in

the previous section could also support data
collection activities conducted within camps to
assess population’ needs despite some of the
risks previously identified.

Risks and opportunities for humanitarian
stakeholders

Increasing use of digital twin technology

could potentially enhance worker safety and
decrease camp crowding where it enables
workers to perform functions remotely

outside of the camp environment. Academic
research also speculates it could enable better
participatory planning with camp inhabitants
where they are used as a visual engagement
tool during camp design.”’®

As with current camp surveillance
technologies, however, many stakeholders
have noted the accelerated privacy and
security risks of increasingly interconnected
and data-intensive smart city and digital

twin applications, including potential abuse

of surveillance and control infrastructure by
malicious actors, unethical behavioural nudging
of inhabitants, and repurposing of large
datasets for purely commercial benefits."

Based on the risks, opportunities, barriers
and enablers discussed in the previous
paragraphs, the study team identified
some questions that could guide the future
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adoption of camp monitoring systems by
humanitarians in Box 5.2.

Box 5.2 Considerations for responsible adoption of future camp monitoring systems

In response to the potential future development trajectories, risks and opportunities associated
with camp monitoring systems, humanitarian stakeholders could consider addressing the
following questions:

Which technological, regulatory or advocacy interventions can best ensure current and
future camp monitoring systems avoid excessive surveillance of camp inhabitants and
humanitarian workers?

+  How could camp monitoring tools such as digital twins or camp infrastructure monitoring
be used to better empower camp inhabitants?

How could camp monitoring systems be better resilient to, and used to anticipate,
increasing camp exposure to climate risk?



Figure 5.1 Future development trajectories, barriers, enablers, risks and opportunities associated with camp monitoring systems in the humanitarian sector
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Chapter 6. Coordination platforms

Online platforms are defined by the In this context, humanitarian coordination
Organisation for Economic Co-operation and platforms refer to online platforms that
Development (OECD) as ‘digital services that enable humanitarian coordination, defined
facilitate interactions between two or more by the University of Harvard Advanced
distinct but interdependent sets of users Training Program on Humanitarian Action
(individuals or organisations) who interact as ‘systematic utilization of [instruments] to
with the service via the internet’.'”” Many such deliver humanitarian assistance in a cohesive
platforms play a prominent role in promoting and effective manner'.'”® These coordination
collaboration across and within different platforms enable two or more humanitarian
aspects of the humanitarian sector. actors (organisations or individuals) to
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exchange resources (e.g. information,
money, goods or infrastructure) in order to
enable or collaboratively enhance the quality
of humanitarian functions and promote
transparency and mutual accountability.
Aggregation platforms can be seen as one
form of coordination platforms that enable
multiple humanitarian actors to pool and share
resources,’” or give humanitarians access to
multiple different service providers through a
single platform.

6.1. Horizon 1: Current context
for coordination platforms in the
humanitarian sector

Exemplar use cases of organisational
collaboration platforms include those for
refugee camp operations coordination tracking
locations of humanitarian responders, contact
list management,’® multi-agency and multi-
modal transport of humanitarian goods,

and dynamic field operations and disaster
response logistics coordination.’ Crisis
service ‘marketplaces’ such as NeedsList

also enable government agencies, foundations

and coordinating bodies to efficiently match
needs (supplies, services, information) with
relevant providers during crisis situations.’®?
Various crowd-sourcing or ‘collective crisis
intelligence’ applications™® also enable
humanitarians to share data (often in real-
time) to collaboratively generate intelligence
on crisis situations — for example, to map
crisis-affected terrains following the 2010 Haiti
earthquake'®* or for real-time epidemiology.’®
OCHA's Humanitarian Data Exchange (HDX)
platform enables users to find, share and use
various humanitarian datasets to generate
operationally-relevant insights.'e®

Aggregation platforms enable resource
sharing that is mutually beneficial for
participating stakeholders. Platforms that
give humanitarian actors access to multiple
service providers can enhance the quality

of humanitarian functions, for example by
providing more timely or cost-efficient access.
Conversely, these systems can lead to risks
associated with data protection and data
privacy, such as the vulnerability of systems to
malicious interference or attacks, or concerns
related to the absence of informed consent
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from affected populations.’ Exemplar use
cases of aggregation platforms include
platforms for accessing local language
translation services,'® volunteer security
services for preventing gender-based
violence' and connecting refugees with
remote work opportunities.’®

Current risks and opportunities for
humanitarian stakeholders

One overarching benefit of coordination and
aggregation platforms is the mobilisation
of non-traditional actors in humanitarian
responses, where these platforms are used
to source and connect volunteers for crisis
response (both in regions local to affected
crises and remote ‘digital volunteers’).
Researchers have suggested that this in turn
has the potential to counteract ‘neocolonial
disaster capitalism’ and democratise aid
approaches where these platforms shift
ownership of crisis response away from
international agencies and multinational

companies and towards local responders

and communities.™ The International Aid
Transparency Initiative (IATI), launched in 2018,
demonstrates how humanitarian aid can be
democratised through the voluntary publication
of data from a wide range of humanitarian
stakeholders (governments, NGOs, donors

or individuals) on their respective activities,
contributing to wider accountability and
transparency within the sector.'*

However, as with online social media platforms
in general, these more decentralised, self-
organised and unregulated communities are
open to threats of social misinformation and
rumours and vigilantism.'® Platforms for
collaborative data and insights aggregation are
also exposed to various data quality, privacy
and security risks, including data inaccuracy,
malicious and unauthorised access and

data poisoning (deliberate contamination of
datasets to compromise the performance of a
system).™
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6.2. Future trajectories,
opportunities and challenges
for coordination platforms in the
humanitarian sector

6.2.1. Horizon 2: Medium-term transition
phase

Potential development trajectories for
coordination platforms in the medium-term
time horizon — drawing on pilot applications
that could mature, and current applications in
other sectors that could translate — include:

+ Maturing conversational Al agents
(software agents that can engage in natural
conversations with users, grounded in large
language models’™®) that are likely to be
increasingly integrated with coordination
and aggregation platforms, potentially
enhancing usability and addressing
translational language barriers.

+  Embedded data modelling, visualisation
and simulation functions for aggregation
and collective intelligence platforms
utilising data visualisation and analysis,
enabled by increasing access to cheaper

computing power'” — for example,
modelling water demand and availability
dynamics.™®

+ Integration and merging of existing
platforms may be increasingly common,
reflecting both a wider general trend
in platform markets™® and a desire to
increase the speed and scale of crisis
response in the humanitarian sector.?°

Barriers and enablers for development

Open technical standards and protocols for
information sharing, including within LMICs,
were identifled by some project research
participants as a key medium-term enabler of
collective crisis-intelligence and data-sharing
platforms.? These can ease the process of
data sharing and aggregation between different
organisations. As an example, a report into the
effectiveness of collaborative environmental
management in the Cox's Bazaar refugee
camp in Bangladesh recommends that
technical working groups strengthen data
quality management and standardisation for
future collaborative responses. The IATI is
also a promising example of efforts towards
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increased transparency and the development
of sector-wide standards.??

Increasing convergence between aid,
humanitarian and development activities (as
discussed in Section 2.1) may drive increased
scaling of humanitarian crisis and coordination

platforms, as mergers and acquisitions integrate

different platforms — NeedsList, for example,
was acquired by Armillaria in 2024, with a desire
to ‘significantly increase speed and scale of
change’ cited as a motivating factor.?

For the integration of conversational Al agents,
currently unresolved challenges relating to the
measurement and mitigation of sociotechnical
risks may represent barriers to their medium-
term development, particularly where they
undermine public and organisational trust.
These challenges relate to the perpetuation

of harmful social stereotypes (which may

be particularly problematic in the context of
engaging with crises-affected communities
and refugees),?** the provision of inaccurate
information, and wider user abuse.?%®

Risks and opportunities for humanitarian
stakeholders

Despite promise in terms of the adoption

of platforms to coordinate humanitarian
work, there are concerns about the quality
and security of data stored and shared via
platforms. Broadening of access to data
aggregation platforms to actors beyond the
humanitarian sector may exacerbate risks

of unintended secondary data use (e.g.
utilising open-source humanitarian data

to develop commercial products).?®® This
undermines humanitarian principles such as
the independence of humanitarian work from
commercial objectives. Risks of cyber attacks
or misuse of data by malicious actors should
also be considered in this context.

The integration of multi-lingual conversational
Al agents could help to address translational
language barriers, where challenges of
developing platforms that can be used across
different regions, languages and institutions
can hinder adoption. This challenge relates
both to the textual languages utilised on user
interfaces and more broadly to consistency
of approaches and standards for data where
different platform users are sharing and
aggregating data.?’

Conversational Al agents are not without
risks, however: participants engaged in

202 International Aid Transparency Initiative (IATI). 2024. ‘About IATI'. AS of 26 August 2024

https://iatistandard.org/en/about/;

UNHCR. n.d. 'IATI - International Aid Transparency Initiative’. As of 26 August 2024:
https://reporting.unhcr.org/iati-international-aid-transparency-initiative

203 Armillaria. 2024. ‘Armillaria Acquires NeedsList in a Strategic Move to Enhance Crisis Resilience.” As of 26 August
2024: https://armillaria.substack.com/p/armillaria-acquires-needslist-in

204 Shieh, Evan, Faye-Marie Vassel, Cassidy Sugimoto & Thema Monroe-White. 2024. ‘Laissez-Faire Harms: Algorithmic
Biases in Generative Language Models. arXiv preprint. As of 26 August 2024 https://arxiv.org/abs/2404.07475

205 Weidinger, Laura, Jonathan Uesato, Maribeth Rauh, Conor Griffin, Po-Sen Huang, John Mellor, Amelia Glaese et
al. 2022. ‘Taxonomy of risks posed by language models.’ In Proceedings of the 2022 ACM Conference on Fairness,
Accountability, and Transparency, 214-29. As of 26 August 2024 https://doi.org/10.1145/3531146.3533088

206 Sandvik, Kristin Bergtora. 2023. Humanitarian Extractivism: The Digital Transformation of Aid. Manchester:
Manchester University Press. As of 26 August 2024 https://manchesteruniversitypress.co.uk/9781526173355/

207 Frost, Laura, Saira Khan & Patrick Vinck. 2022. ‘“Technologies in Humanitarian Settings: Digital Upskilling of
Humanitarian Actors.’ United States Agency for International Development. As of 26 August 2024:
https://hhi.harvard.edu/sites/hwpi.harvard.edu/files/humanitarianinitiative/files/digitalcasestudy_5_digitalliteracy_

final.pdf


https://iatistandard.org/en/about/
https://reporting.unhcr.org/iati-international-aid-transparency-initiative
https://armillaria.substack.com/p/armillaria-acquires-needslist-in
https://arxiv.org/abs/2404.07475
https://doi.org/10.1145/3531146.3533088
https://manchesteruniversitypress.co.uk/9781526173355/
https://hhi.harvard.edu/sites/hwpi.harvard.edu/files/humanitarianinitiative/files/digitalcasestudy_5_digitalliteracy_final.pdf

this research?® raised concerns about the
quality and accuracy of smart translation

and conversational agent tools, as well as

the potential for these tools to replace local
translators and user-interface designers, raising
issues of regional equity and automation-
driven unemployment.

6.2.2. Horizon 3: Long-term future

Potential development trajectories for
coordination platforms in the longer-term time
horizon — drawing on nascent technology
research areas and pilot applications that
face barriers to maturing in the medium term
—include:

+ Integration with wider ‘Internet of
Emergency Services’ (I0ES) systems,
where these platforms, for example, are
user interfaces for interoperable advanced
communications systems, autonomous
systems for search and rescue, and
humanitarian supply-chain management.?®

+  Translation of Collective Crisis Intelligence
(CClI) platforms to LMICs, where historical
barriers facing underlying Al systems
- relating to a lack of technological
infrastructure and challenges in
transferring algorithms to different
contexts without loss of accuracy?'® — start
to erode.

Barriers to and enablers for development

Nascent ‘data provenance standards’ that
define metadata on the origin, lineage and
rights associated with datasets?" could be
more widely developed and adopted in the long
term with a view to enhancing transparency
and data quality for data aggregation and
collective intelligence platforms.

Enduring systemic challenges relating to

the inclusion of local communities and
stakeholders in the design of humanitarian
platforms?'>? may be mitigated by increasingly
prevalent low-code and no-code software
development tools that enable users to
develop platform applications without writing
the underlying code. These tools could also
help to address historical barriers relating

to lack of technological capabilities and
infrastructure for platform and Al development
in LMIC contexts.

Risks and opportunities for humanitarian
stakeholders

As mentioned in the previous section, smart
translation tools and reduced technical barriers
through low/no-code platform development
have the potential to deepen collaboration
between international and local humanitarian
actors to advance the humanitarian
localisation agenda. This could potentially
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empower local aid and humanitarian groups,

alongside affected communities themselves, to
build and incorporate coordination platforms to
support a range of their humanitarian activities.

Data provenance standards can mitigate

data quality risks and promote collective
platform governance and accountability
models. Doing so has the potential to further
contribute to localisation, along with improving
the responsiveness and accountability of
humanitarian actors and improving public trust
in the use of platforms.

The increasing technical complexity and
intensified data gathering IoES platforms

necessitate does, however, carry risks (many
of which apply to generic loT applications
beyond the humanitarian sector): challenges
in establishing effective cross-organisational
and transregional governance of data; over-
complexity leading to maintenance challenges;
and general surveillance, security and privacy
concerns.?

Based on the risks, opportunities, barriers and
enablers discussed in the previous paragraphs,
the study team identified some questions

that could guide the future development of
coordination platforms by humanitarians in
Box 6.1.

Box 6.1 Considerations for responsible adoption of coordination platforms

In response to the potential future development trajectories, risks and opportunities associated
with coordination platforms, humanitarian stakeholders could consider addressing the following

questions:

How can camp coordination platforms be designed with local communities and

humanitarian stakeholders?

How could coordination platforms contribute to enhanced transparency and accountability

within the humanitarian sector?

How could coordination platforms be used across a variety of regions and humanitarian

contexts?
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Chapter 7. Privacy-enhancing technologies

While the ability of humanitarian organisations  collect and store information about crises-

to collect, analyse and utilise data to improve affected communities (e.g. mobile phones,
operations has grown significantly, concerns tablets).?" The spread of these tools requires
around the safe use of this data and the privacy humanitarians to become not only digitally

of the individuals whose data is collected literate but also familiar with data management
have grown proportionally. Humanitarian practices, and to exercise ‘data responsibility’ —
actors continue to use manual tools (i.e. the safe, ethical and effective management of
pen and paper) to collect information, but personal and non-personal data for operational

also increasingly leverage digital tools to

214 Okular Analytics & Save the Children. 2018. Basic Needs Assessment Guidance & Toolbox Part 2: How-to Guide &
Tools. As of 26 August 2024:
https://www.calpnetwork.org/wp-content/uploads/2020/03/basic-needs-assessment-how-to-pt-2-1.pdf
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response, in accordance with established
frameworks for data protection.?'®

In this context, privacy-enhancing technologies
(PETs) — encompassing hardware and
software solutions that protect data privacy
while allowing responsible and secure use of
the data?'® — offer a potential solution to these
concerns. PETs include various cryptographic
and statistical techniques aimed at obscuring
sensitive data, decentralised data processing,
and hardware solutions. PETs can be broadly
categorised into four main functional areas®'”:

+ Data obfuscation methods that remove
or obscure identifying details from data.
Example technologies include synthetic
data sets (which are generated by
algorithms rather than real-world data),*'®
pseudonymisation tools (which enable
users to modify or remove information
that can lead to direct identification),?'
and zero-knowledge proofs (tools that

demonstrate if data is valid without
exposing its content).??

Encrypted data processing that enables
data to be computed and used (e.g.
sending digital communication messages)
without revealing its properties. Example
technologies in this area include
homomorphic encryption (which allows
computation of encrypted data without
decrypting it)??" and trusted execution
environments that are separated and
secured from the wider operating system.

Federated and distributed analytics that
enable the execution of analytical tasks
upon data that is not accessible to the
systems and individuals executing the
tasks. An emergent example of this is
privacy-preserving machine learning where
Al models are trained on data that stays
local to the data subject’s device, meaning

215 Inter-Agency Standing Committee. 2021. ‘Data Responsibility in Humanitarian Action, Operational Guidance. Results

Group 1 on Operational Response.” As of 26 August 2024:

https://interagencystandingcommittee.org/sites/default/files/migrated/2021-02/IASC%200perational %20
Guidance%200n%20Data%20Responsibility%20in%20Humanitarian%20Action-%20February%202021.pdf

216 United Nations. 2023. 'The United Nations guide on PETs for official statistics.” Unstats.un.org. As of 26 August 2024:
https://unstats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf

217 OECD. 2023. ‘Emerging privacy enhancing technologies: current regulatory and policy approaches. OECD Digital

Economy Papers 351. As of 26 August 2024:

https://www.intgovforum.org/sites/default/files/webform/igf_2023_open_forums_town_hall_s/243938/bf121be4-en.

pdf

218 Synthetic datasets are datasets that do not contain the exact datapoints of the original dataset, but retain its original
statistical properties, or the ‘shape’ (distribution) of the original dataset. See: Royal Society. 2022. ‘What is synthetic
data, and how can it advance research and development? As of 26 August 2024:

https://royalsociety.org/blog/2022/05/synthetic-data/;

Science Direct. 2024. ‘Synthetic datasets.’ As of 26 August 2024:
https://www.sciencedirect.com/topics/computer-science/synthetic-datasets

219 Pseudonymisation tools refer to ‘techniques that replace, remove or transform information that identifies individuals,
and keep that information separate’. See: Information Commissioner’s Office. 2022. ‘Chapter 3: Pseudonymisation.’

As of 26 August 2024:

https://ico.org.uk/media/about-the-ico/consultations/4019579/chapter-3-anonymisation-guidance.pdf

220 Zero-knowledge proofs are ‘A cryptographic scheme where a prover is able to convince a verifier that a statement is
true, without providing any more information than that single bit (that is, that the statement is true rather than false)'.
That statement could, for example, refer to characteristics of someone’s identity, such as age. See: National Institute
of Standards and Technology. n.d. ‘Glossary: Zero-Knowledge Proof. As of 26 August 2024:

https://csrc.nist.gov/glossary/term/zero_knowledge_proof

221 Science Direct. 2016. ‘Homomorphic Encryption.” Sciencedirect.com. As of 26 August 2024:
https://www.sciencedirect.com/topics/computer-science/homomorphic-encryption
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the model developers cannot store data on
their own servers and systems.

+ Data accountability tools that give users
control over how data can be collected
and used. Examples include personal data
stores and management systems that
allow individuals to control their own data.

7.1. Horizon 1: Current context for
privacy-enhancing technologies in
the humanitarian sector

Within the humanitarian sector, the cost,
organisational changes and technical
complexity of PETs mean applications

are generally limited and nascent.??> The
International Committee of the Red Cross
(ICRC) RedSafe platform is a secure digital
messaging platform through which messages
can be sent and humanitarian services can

be sought (such as reliable information about
where the user can access legal aid). Features
include a secure data vault for refugees’
important documents (such as passports, birth
certificates or property deeds) and encryption to
ensure security at different architectural levels
of the platform.??® OPALs Flowminder system,

piloted in 2020 in Haiti with a view to expanding
to further LMICs in the future, is a system for
pseudonymising mobile data and enabling
secure access 1o it for the purposes of analysing
migration patterns.?”* The PeaceTechLab has
created HighSide, a communication system
that uses cryptographic file sharing methods
to enhance security.??* HighSide has been
developed with first responders in mind, to
enable them to share files and communicate
with reduced risk of cyber attacks, and this and
systems like it offer promise for applications in
the humanitarian sector.

PETs are also increasingly a focus for the

UN, which in 2022 launched a PET Lab and
later published guidance on PETs for official
statistics?® and a PET case study repository.??’
While none of the present examples within this
repository relates to humanitarian practice, this
focus could carry through to UN humanitarian
agencies in the future. In addition, the UNHCR
organised a ‘hackathon' in late 2022 that
gathered researchers and data scientists

with the objective of identifying factors of
vulnerability through data analysis of surveys.
The event focused on analysing data collected
from refugees in Kenya during the Covid-19
pandemic.??

222 The Royal Society. 2023. ‘From privacy to partnership: the role of privacy enhancing technologies in data governance

and collaborative analysis. As of 26 August 2024:
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Regulatory and Policy Approaches.” OECD Digital Economy Paper 351. As of 26 August 2024:
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/03/emerging-privacy-enhancing-

technologies_a6bdf3ch/bf121be4-en.pdf
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https://reliefweb.int/report/world/icrc-inspired-inside-redsafe-icrc-s-digital-future

224 Flowminder.org. n.d. ‘New approach to opening data access.’ Flowminder.org. As of 26 August 2024:
https://www.flowminder.org/what-we-do/mobile-data-partnerships/new-approach-to-opening-data-access

225 PeaceTechLab. n.d. ‘HighSide. Peacetechlab.org. As of 26 August 2024:
https://www.peacetechlab.org/accelerator-highside
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As of 26 August 2024 https://unstats.un.org/bigdata/task-teams/privacy/guide/index.cshtml

227 United Nations Big Data. 2024. ‘'UN PETs Case Study Repository. As of 26 August 2024:
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that could mature, and current applications in
other sectors that could translate — include;

Current risks and opportunities for
humanitarian stakeholders

Research participants throughout project «  Zero-knowledge proof digital identity

phases have consistently emphasised the
potential importance of PETs for protecting the
privacy of humanitarian workers and crises-
affected communities.?”

While many PETs seek to enhance the privacy
of individuals, solutions that enable analytics
on groups of datasets (for example federated
and distributed analytics) still pose risks to
group privacy of communities such as refugee
populations. In a humanitarian context, these
risks include bias from unrepresentative data,
unintentional sensitive information discovery
from combining disparate datasets, and
undermining community autonomy (e.g. where
Al models are used to make decisions about
group resource allocation).?*

7.2. Future trajectories,
opportunities and challenges for
privacy-enhancing technologies in
the humanitarian sector

7.2.1. Horizon 2: Medium-term transition
phase

Potential development trajectories for privacy-
enhancing technologies in the medium-term
time horizon — drawing on pilot applications

systems, which are schemes that allow
people to prove their identities without
revealing further information about
themselves. These are currently used in
some regional age-restricted markets,
including gambling and alcohol sales,?’
but could translate to the humanitarian
sector. The UN Refugee Agency (UNHCR)
are reportedly exploring such solutions
for providing digital identity systems for
refugees.?*? Zero-knowledge proofs could
also be used for electronic health and
vaccination records for refugees.?

‘Private set intersection’ approaches
(which can find common elements across
multiple datasets without revealing their
contents) that have been used for Covid-
19 contact tracing and mutual contact
discovery on mobile phones could translate
to humanitarian contexts.?** Example
applications include health surveillance in
camps or determining family connections
between members of crises-affected
communities without revealing identities
and wider contact lists.
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August 2024:
https://bitkan.com/news/un-agency-endorses-decentralized-id-and-zk-proofs-as-safeguards-for-refugees-22991

233 OpenAlex. n.d. ‘arXiv (Cornell University). As of 26 August 2024: https://openalex.org/sources/s4306400194
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Barriers to and enablers for development

Despite the promised benefits of PETs for
protecting humanitarian workers and affected
communities, there remain challenges

to ongoing development. Secure multi-

party computation and other PET tools

where different institutions share data

sets rely on the development of shared
protocols and standards across and within
participating institutions — relating to
challenges in developing open information-
sharing standards and protocols within the
humanitarian sector. Such standards, related to
mitigation measures against information leaks
and security measures to access or manage
PET tools, may not be available for all PETs.?%
Relatedly, the costs and technical complexity
of PETs mean there are likely to be inequalities
of access and funding across humanitarian
regions that could constrain their global
development.

The current structure of many PETs mean
they have use-case specificity,”*° i.e. their
architecture is tailored to the specific structure
of the dataset they are used with and their
efficacy on differently structured datasets

is therefore limited. In the context of acute
humanitarian crises, where technology
solutions need to be implemented quickly
utilising a range of different data formats

and standards, they may not be suitable.

Furthermore, PETs presently often require
significant computational power, technical
expertise and energy to operate,’ constraining
their feasibility in low-resource humanitarian
contexts. General barriers around low public
awareness of PETs due to their novelty, cost
and technical complexity?® are also likely to
apply to crises-affected communities.

Despite these sociotechnical barriers,
increasing focus on data protection and

Al regulation enforcement in Europe and
concerns around excessive surveillance of
refugees (discussed in further detail in Section
2.7 and Chapter 5) could incentivise PET
innovation and scaling. Continuing integration
of PETs and associated trust and identity
technologies, including blockchain and
biometrics, could accelerate the scaling of
PETs, in particular relating to aid distribution
and monitoring.

Risks and opportunities for humanitarian
stakeholders

Further deployment and scaling of PETs
risks exacerbating current technological
inequalities and power asymmetries within
the humanitarian sector. The costs and
present geographical spread of PET research
and innovation clusters mean the short-
term development of PETs is likely to be led
by non-LMICs (in particular, the USA, UK,
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pseudonymisation and privacy enhancing technologies guidance. As of 26 August 2024:
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https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl-understanding-pets-and-ppts-dec2023.

pdf
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Canada and Singapore).? Excluding LMIC
communities from the development of these
technologies creates risks of potential power
imbalances between PET developers and
communities impacted by them, and lack of
regional applicability where PETs have not
been designed for use cases in those regions.
PETs do not ameliorate the concerns identified
during participant workshops for this project?#
that the need to utilise registration and
identification systems to access humanitarian
services still risks excessive reliance on
technology systems imposed on these
communities by third parties — regardless of
what data is or is not shared.

The scaling of zero-knowledge proof systems
does, however, have potential to address
concerns around biometric registration and
surveillance systems raised by a range of
humanitarian advocacy organisations? 2+

in the wake of controversies regarding the
UNHCR allegedly sharing the biometric data

of Rohingya refugees with the Myanmar
government without consent.?

7.2.2. Horizon 3: Long-term future

Potential development trajectories for PETs

in the longer-term time horizon — drawing on
nascent technology research areas and pilot
applications that face barriers to mature in the
medium term — include:

+  Homomorphic encryption that allows
computations and queries to be performed
on data without decrypting it. Potential
humanitarian use cases include protection
of drones from cyber attacks,** and
shared resource tracking and analysis
(e.g. analysing records of shared funding
and payment flows in a region, without
revealing information about individual
institutions’ transactions?*®). Current
technical challenges associated with these
applications suggest it is likely to be a
longer-term solution for the humanitarian
sector: as of 2023, homomorphic
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encryption was purported to be ‘several
thousands of times slower’ than equivalent
low-tech processing approaches.?#

«  Secure multi-party computation, which
has been theorised in research as a means
of enhancing the security of Cash and
Voucher Assistance (CVA) programmes.?*’

+  Concepts for portable privacy-preserving
Personal Data Stores (PDS) for refugees
and crises-affected communities (e.g.
storing information relating to their
identity, education and health records)
currently being conceptualised in discovery
research?® could be developed and scaled
in the long term.

Barriers to and enablers for development

Innovations relating to PDS for refugees are
likely to face similar fundamental barriers to
those encountered for distribution of other
personal electronic devices, such as mobile
phones, to these populations, including
mistrust, digital literacy limitations, and risks
of physical damage and loss.

New and emerging PETs often come with high
costs, which may be a barrier to adoption.?*
However, long-term decreases in data

infrastructure costs, including access to
computing centres, could make PETs more
feasible in low-resource contexts where their
development is funded by governments or
larger donors.

Emerging international PET certification
schemes that aim to verify the performance
of these technologies could be driven by the
humanitarian sector in the longer term, as its
need for both international coordination and
trusted PETs is substantial: a Royal Society
report on PETs highlights that ‘Humanitarian
datasets contain information about some of
the world’s most at-risk people ... The risk of
[data sharing] often entails magnified harms in
these fragile contexts’.?%

Risks and opportunities for humanitarian
stakeholders

Thinking to the long-term future, the successful
adoption of PDS could be an effective means
of advancing data sovereignty for local
communities and refugees where they are
more easily able to oversee and control access
to their data.?

In the case of homomorphic encryption,
privacy experts have raised concerns that
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these techniques could give false impressions
that datasets using this technology are
completely private and secure from

access by stakeholders, despite still being
vulnerable to breaches if encryption keys are
compromised.?*? A humanitarian stakeholder
such as a government could, for example,

still extract information from a dataset if they
obtain encryption keys through legal mandates
or illegal means. Over the next decades, future
developments of generative Al systems that

can train themselves autonomously and
without human oversight could also disrupt
PETs and limit data privacy mechanisms (e.g.
data access, anonymisation and deletion).?5

Based on the risks, opportunities, barriers and
enablers discussed in the previous paragraphs,
the study team identified some questions that
could guide the future adoption of PETs by
humanitarians in Box 7.1.

Box 7.1 Considerations for responsible adoption of privacy-enhancing technologies

In response to the potential future development trajectories, risks and opportunities associated
with PETs, humanitarian stakeholders could consider addressing the following questions:

How can LMIC actors be supported to develop and access PET solutions that are currently

costly and complex?

How could personal data stores for crises-affected populations and displaced communities
be developed to ensure the trust of those communities?

How can the humanitarian sector support the development of governance mechanisms
such as technical standards and certification schemes to promote trustworthy PETs?

252 Peng, Zhiniang. 2019. ‘Danger of using fully homomorphic encryption: A look at Microsoft SEAL. As of 26 August

2024: https://arxiv.org/pdf/1906.07127

253 Falconer, Sean. 2023. ‘Privacy in the age of generative Al stackoverflow.blog. As of 26 August 2024:
https://stackoverflow.blog/2023/10/23/privacy-in-the-age-of-generative-ai/
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Figure 7.1 Future development trajectories, barriers, enablers, risks and opportunities associated with privacy-enhancing technologies in the humanitarian sector

Development
trajectories

Barriers to
development

Enablers of
development

Opportunities

Source: Study team analysis.

N

@ Horizon 1

Encrypted and secure messaging
Cryptographic file sharing
Data pseudonymisation

Undermining community autonomy
Group privacy risks

Privacy protection

s

@ Horizon 2

Zero-knowledge proofs
Private set intersection approaches

Lack of shared data standards
Use-case specificity

Computational power requirements
Technical complexity

High costs

Data protection and Al regulation
Integration with identity technologies

Exclusion of LMIC regions
Power imbalances

Excessive reliance on technology
systems

Addressing biometric privacy risks

S

‘ Horizon 3

Homomorphic encryption
Cryptographic tools

Secure multi-party computation
Portable Personal Data Stores (PDS)

Loss and damage risks for PDS
Refugee mistrust and digital literacy

Decreasing data infrastructure costs
Decreasing computing costs

International PET certification
schemes

False impressions of security

Promoting data sovereignty





